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Cisco Identity Services Engine (ISE)
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Cloud Insights & Authentication
Services on Cloud

Proxy Server(Optional)

— Outbound — https (TCP 443)
Outbound — Proxy_Server_|P:Port

Workload

Outbound - hitps (TCP 443), Ping Sacurity, Outbound — LDAP (TCP 389), LDAPs / start-tis (TCP 636)
(TCP 7), SSH (TCP 22) Agent
Inbound — (TCP 35000-55000)
ONTAP Cluster/SVM Active Directory/LDAP Server

OV T 4R Y 2 —TTCP 35000-550000 & 5 ITHEIAVVEA— M ZBIL Z LR T SN TV ARWNWEEES
X, TCP 35000-3510072 KD L VW /NS HHAZBRETEE T, FSYMIZ2ODTCPR— "MK ETH D Z &I
EELTLEEN,

WDOFELEZSZRL T, LERTCPAR— 2R ZENTEFET,
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TT7 7 EAHIEY X MACL)ZB < IZIZ, IROFBEZSML T ZIVN(F 4, K5, BLUE6),

#z4) KXER—2ADTU—ru— KX )T BE

Zubar Fm—br TARATARX—Vav J5 18] A

TCP 443 <site_name>.cs01.cloudinsights.netapp.com 77 kN7 | Cloud Insights~
<site_name>.c01.cloudinsights.netapp.com N DT 7 ¥ A
<site_name>.c02.cloudinsights.netapp.com

TCP 443 gateway.c01.cloudinsights.netapp.com TN FEEY—E X
agentlogin.cs01.cloudinsights.netapp.com N ~DT ¥ A

®5) I—a v IR—RADUV—run—RFtxo U T4 BE

Zubtan Rm—br FARATARX—VaV J5 18] B

TCP 443 <site_name>.cs01-eu-1.cloudinsights.netapp.com 7 7 k37| Cloud Insights~
<site_name>.c01-eu-1.cloudinsights.netapp.com N DT 7 ¥ A
<site_name>.c02-eu-1.cloudinsights.netapp.com

TCP 443 gateway.c01.cloudinsights.netapp.com T MYy IR —E A
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#6) APACR—ADT—sn—RtXx= U7 55

Zubajr R—F FTATAR—VaVv Jiml B
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<site_name>.c02-ap-1.cloudinsights.netapp.com

TCP 443 gateway.c01.cloudinsights.netapp.com T IRy IR —E A
agentlogin.cs01-ap-1.cloudinsights.netapp.com N ~DT J A

ARy NT—I T I AL—L

Iy NU—IRNT 7 8ANLV—IT, V= ua—FREFa T4 o—Vzr beT—FaL s ZHEo#E%sH
BELTWET, 2y PV BIOTFT—%a L7 X TACLEBK HEZ, 72 L TEEN,

RH7) Xy NT—2HDL—

Zua bkai  F—k TAT 4 RX—vav F B
TCP 389 LDAP Server URL 7 kN K LDAP IZHEHE
(LDAP)
636
(LDAPS /
START-
TLS)
TCP 443 7 T A2 FEIISVMOERIPT R LA T X7 K | ONTAP & @ API i@
(SVMa L7 ZDFRFEIZ L > THe D) (5
TCP 35000- SVM data LIF IP Addresses AN R FPolicy 1 X s @
55000 728 O ONTAP & @
HfE
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ANV

HLEA
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DSV N
ONTAPR D HLF
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K 23SVM LIFIZ
ping% 55 L ¥
7
CIFS/SMB=~—
VavA=RE /A
DA,

FlexPod® 7 R+t~ N7 v 7 Tlx, CentOS 8 & J —A_X—ZADLinux VMIZ2>oD T —7 o — RKtF%a U

4 T—Tx &

BWELET, 1DIONTAP SYMF— X oL 7 # B L. % 9 15T Active Directory = —

VWrF—sal 72zl LES, ==V b U A P—AT 52T ROFIEEZFATLET,

1.

2. o~ A »T[Workload Security] A = = — & & L |

YO[T—V = NETEI Y v LET,

M NetApp cloud insights

ot Observability

Kubernetes

' Workload Security

Alerts

Forensics

Collectors

Policies

3.

>

NetApp PCS Sandbox / Workload Security / Collectors

Data Collectors

Installed Agents

Name T IP Address Status

15 NetApp Cloud Insights & SnapCenteriZ X %
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ETHEFIIT I U FETAHE & LCCloud InsightsEgBzic v 74 > LE 9,
U X~ b[Collectors]) &38R L E 3, AHlD~A

Q Q 0 eDanieIRoney v,

User Directory Collectors

©

+ Agent [EECNSIIEN

Data Collectors

Last Reported

[+Agent]% 2 U v 7 LEF, WIRT LI, [E—Vx ¥ hOBMS—URERSNET,
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Add an Agent X

Storage Workload Security collects device and user data using one or more Agents installed on
local servers. Each Agent can host multiple Data Collectors, which send data to Storage Workloac
Security for analysis.

Agent Server Requirements

Linux Versions Supported: @  Minimum Server Requirements: @
Installation Instructions Need Helf
Open up a terminal window and run the following commands:

1. If a proxy server is used, please enter these proxy server settings after editing in your prox:

variables. @

2. Enter this agent installation command.

This snippet has a unique key valid for 2 hours and for one Agent only.

4. 127 Vv 7 LET, TA4arv% 70y 7 LT, ==Yz "BRRNVAT AEEERHZLTND 2 L,
Bz =V =B R =N TNER—=T g OLINUXEFEITL TS Z E 2R LET,
Py b= T —NEHHL THWAEEE., 7ex o h— RO A2 HERERIEICE > CTRELE T,

5. #—3IFAv v RuEBE, LEROROA v R F—ATFIRICHE-> TFRIEZ E1TLE T,

6. AUV APM—ANEFIZETTIE, HLnz—VYzr b SRELEZ ! ] EWVWIRYTT w7 R
vE—UNFRENET,

@ New agent detected!

ROBUNRT LI, ==V = =N ar Y —An—t 2% L ET,
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FlexPodZ > A7 = 7 xR & U 1Ny



Starting CloudSecure Agent services.
Welcome to CloudSecure (R) 1.531.0
Agent
Lol i =l
|1 £
[} | Sl
)
NetApp (R)
Installation: /opt/netapp/cloudsecure/agent
Installation logs: /var/log/netapp//cloudsecure/install
Agent Logs: /opt/netapp/cloudsecure/agent/logs
To uninstall:
sudo cloudsecure-agent-uninstall.sh --help
[admin@fp-cloud-secure-1 ~]%

7. ROFITT LI, =—V 2y PBVMOU—27 08— REX 2 UF 4 —ERADAT— X A5 R TXET,

8. 7Ry INTROavwy REFETLT, V—/u—KeXa U7 s CHERASNDFA—MEREET,
sudo firewall-cmd --permanent --zone=public --add-port=35000-55000/tcp

sudo firewall-cmd -reload

o ASYMIE2ODOR—FEFAL, V=278 —REXa )T 4T —F_X—RUFEHDOF— s BMLETHD
72, BX 2V T 4 EORENRH DAL, 35000 : 35100LL EOFHAFRET D Z & A HERE L 5,

9. MEKRD=a~y FEFITL T, LRRTHRELLZEMIZESWNT, WV TWaR— iR L ET,

sudo firewall-cmd --zone=public --list-ports | grep 35000

10. MEITIG U T, FlE2~6Z#V KL TBNDO=—Y 2 Mo A VA M=V LET,

11, ==V FORT—F R &HfERT 5121, [Workload Security]>[Collectors]DEIZZ U v 7 L,
[Agents] ¥ 7 &R L £,
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Il NetApp cloud Insights

W1l Observability > NetApp PCS Sandbox / Workload Security / Collectors
Data Collectors Agents
Kubernetes »
Installed Agents
(' Workload Security v
Name T IP Address Status
Alerts fp-cs-1-agent 10.61.176.142 Connected
fp-cs-2-agent 10.61.176.143 Connected
Forensics

2—FF4 L7 ) av s ZORE

ZOFNETIE, = —WEREEIZActive Directory — SR TIZHFEL, =2 —F T 1 Lo MY ax 7 X &€
THDDIPY RL AL T4 LA MERBSH LI La2AHRE LTWES, ZOFEDFNZ, V—7v—F
X2V T 42—V MERTCTHILENDY £, ZOHX A7, Cloud InsightsEEEHE £ 72137 h v
VNITREEDNIFATTEET,

2—FF 47 v av s ¥OREFIE

FlEIZH->T, =2—HFF 4 L7 NV LI X EFRELET,

1. Cloud Insights # = =.—", Workload Security > Collectors > User Directory Collectors> +
User Directory Collectorz 2 U v 7 L%,

M NetApp cloud insights Q 4o
aal  Observability » NetApp PCS Sandbox / Workload Security / Collectors
Data Collectors Agents User Directory Collectors
Kubernetes >

e Learn how to add a User Directory Collector

@ Workload Security v
Installed User Directory Collectors = User Directory Collector
Alerts
Name T Status Type Server Agent Forest Name/Search
Base

Forensics

Collectors

Policies

2. [Add User Directory] Hijai 23 &R SLE 9, [Active Directory]Z3#&R L, [Continue]z 2V v 7
LET,
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I NetApp cloud Insights

a R
o1l Observability > NetApp PCS Sandbox / Workload Security / Collectors / Add User Directory
KuberreTes ¥ Add User Directory
An Agent is required to fetch data from the User Directory in to Storage Workload Security
l’ Workload Security v
User Directory Type
Alerts
@® Active Directory
O LDAP Directory Server
Forensics
Collectors

3. LFHCA VA =N LT7zz—V o FEBERL, VDT 4 — LV NIEEZ AN LEST, 73
VOBMEIXT 7 4 MEOEFICL TR ZENTEET, [Save]z2 Y v/ LT, 2—FF ¢
L7 M) a2z ZEBMLET,

Add Active Directory Need Help?
An Agent is required to fetch data from the Active Directory in to Cloud Secure
Name* Agent

fpsa-demo-ad1 fp-cs-2-agent (CONNECTED) v
Server IP/Domain Name* Forest Name* @

172.21.25.184 fpsademo.net

BIND DN* BIND Password*

CN=Administrator,CN=Users,DC=fpsademo,DC=net

Protocol

Idap

4, L7 ZMBrunning IREETH D Z L &R LET,

M NetApp cloud Insights Q & @ O oanicironey ~

a .
o1l  Observability » NetApp PCS Sandbox / Workload Security / Collectors e
Data Collectors Agents User Directory Collectors
Kubernetes »
G Learn how to add a User Directory Collector Got it! Don't show this again.
D Workload Security w
Installed User Directory Collectors =+ User Directory Collector [EECR{tE] ®
Alerts
Name T Status Type Server Agent
Forensics
fpsa-demo-ad1 Running Active Directory 172.21.25.184 fp-cs-2-agent
Collectors 4 »
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TEBRE TIL, Windows$ L ULinux=—% %5839 5 X 5 IZActive Directory Y — %23 E L £ T, KOH
i%. Active Directory CERESIN TWH2—FEFRLET,

Active Directory Administrative Center * fpsademo *» Users

BE Active Directory... < Users (31)

E = Filter Jel B~ @~ v
. Overview =
* fpsademo (local) N Name Type Description
Users & Administrator User Built-in account for admini...
Computers o  testuser2 User Linux User 2
Builtin o testuserl User Linux User 1
il Dynamic Access Control » & Demo User3 User Windows User 3
BB Authentication N & Demo User2 User Windows User 2
-  testuser3 User Linux User 3
il fpsademo-Users = L
- «0 krbtgt User Key Distribution Center Se...
s0 DefaultAccount User A user account managed...
Users so Guest User Built-in account for guest...
Computers & Demo Userl User Windows User 1
TPM Devices testuser1 v
/P Global Search User logon: testuserl Expiration:  <Never>
E-mail: Lastlog on: 1/17/2023 04:40 PM

Modified:  1/18/2023 05:27 PM
Description: Linux User 1

Summary

T a— RERNToa2—H4 Tld < Cloud InsightsiZ . — ¥4 & FoR4 5 (12i% . kD X 9 IZ4Linuxt—
# D Active Directory Cuid/g 254 E L E 7, ZOHfliL, testuserlZz-RLTWVET,

testuser [Tasks v | [sections v
toncio ) (¢
P Extensions 2) (%) (a
Organization COM+ Environment Sessions | Remote control
Member Of Remote Desktop Services Profile Security | Dial-in

Published Certificates | Password Replication | Attribute Editor
Password Settings

Atrbutes

Profile

Attrbute Value )
Policy e Pt
silo ud ot set>

uidNumber 1348001111
Extensions unicodePwd <ot set>

unixHome Directory <not set>

unixUserPassword ot set>

ud <not set>

userAccountControl 0200 = ( NORMAL_ACCOUNT)

userCert <not set>

userCentficate <not set>

userParameters ot set>

userPassword <not set>

userPKCS12 <not set>

userPrincipalName testuser] @fpsademo net Y,

| < >
Edt Eiter
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7 : LDAPH— B HBFE1E, LDAPT 4 L7 halL /XL TU—2o—Rexa )70 l0BMTEET,
FEIX, Active Directory®iEME R U TH, FHEMIZOWTIE, ROV 27 2SR LTIZEN,

LDAP Directory Server Collector D&% i

ONTAPTF —# a L 7 X DORE

U—Zu—Kt¥= T ¢ 13BTE, NetApp ONTAP SVM. NetApp Cloud Volumes ONTAP, Amazon
FSx for NetApp ONTAP D3 DONTAPT —# 2L 7 X %R —F L TCWET, KRFF=2 A2 FTiE
NetApp ONTAP SVMT —% 21 L 7 % OFFli % I L E 7,

FlexPod F "Rz 2> Cid, NFS7' o b z{Eif4% [CI_SVM| &CIFS/SMBAiH4 % IClI_CIFS_SVM]
D2ODSVMMB T =/ —ReF 2 VT 45 —=FaL 7L LTHRTEENTWET, BE, NFS7 b=
40 FTESMBY 7 b A L3 LRI AR — S TWET,

SVMT —# a2 L 7 ¥ DR EFIE

FNEIZHE - T, 220DSVMT — X = vﬁ&%*’“”ﬂbi# 12/ZCIFS / SMB7' 1 b a )V HIZEEE S 47z
SVM. % 9120INFSTu F a L HICEE S N=SVM T,

1. Cloud InsightsERBEICEHE £ /21X 7 v hEE L L TrZA  LET,
2. [Workload Security]>[Collectors]>[Data Collectors]>[+Data Collector]z 27 U v 7 L £,

“ NetApp Cloud Insights Q a e e Daniel Roney ¥

a I -
ot  Observability » NetApp PCS Sandbox / Workload Security / Collectors G
Data Collectors Agents User Directory Collectors
Kubernetes »
Installed Data Collectors -+ Data Collector [ ®
‘. Workload Security v
Name T Status Type Agent Cluster/SVM IP

Alerts

Forensics

4

Collectors

ERTFRERT — X a L7 A RERENET, NetApp ONTAP SVMT—4 2 L7 X @I L E 7,

NetApp PCS Sandbox / Workload Security / Collectors / Add Data Collector

o

Select a Data Collector

Select a Data Collector (3)

I NetApp FSye I NetApp

ONTAP SVM Amazon FSx for NetApp

ONTAP Cloud Volumes ONTAP
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https://docs.netapp.com/us-en/cloudinsights/task_config_user_dir_connect_ldap.html

3. [SVM SVM]Z A MiZH— YV )L ZNetApp& . *[+Monitor]z 27 U v 27 LE9, ONTAP SVMDi%
ER—UNERINET, 74—V NIIHERT—X% ANJIL, [SavelzZ ) v 7 LET,

M

Select a Data Collector Configure Your Data Collector

Add ONTAP SVM Need Help?
An Agent is required to fetch data from the ONTAP SVM in to Cloud Secure

Name* Agent

fp-hc-a400-cifs fp-cs-1-agent (CONNECTED) v

Connect via Management IP for:

® Cluster

O swm

Cluster management IP Address* SVM Name* @
172.21.25.10 CI_CIFS_SVM

AE 7T AXERIPEMFH L TSVMEZ BT 2541, SYMOT —HLIFE EHLIFATZ—Y = > VMM
HPpINgFIRETH A Z L 2R L T &V, LIFDF =1t v xA, v hvA7 BLUOL— MIHE
D72V ERER L T &N,

4, FEZMVIKLT22HMDSVYM (ci_svm) #BIL, [NFS]7’a ha v zBRLET,

5. [Workload Security]>[Collectors]>[Data Collectors]= 2 Y v 27 LT, 7 —# 2 L7 ¥ [Running]
RETHLHZ LEMRLET,

NetApp PCS Sandbox / Workload Security / Collectors e
Data Collectors Agents User Directory Collectors
Installed Data Collectors =T ®
Name T Status Type Agent Cluster/SVM IP SVM Name
fp-hc-a400 Running ONTAP SVM fp-cs-1-agent 172.21.25.10 Cl_SVM
fp-hc-a400-cifs Running ONTAP SVM fp-cs-1-agent 172.21.25.10 CI_CIFS_SVM
4 >

6. NetAppA hL—IlZr 7 A L, <fpolicy show> a~yY REMBELET, ZDa~<wr R,
B ROBESYMOR Y =2 DU DARTE AT =S A% FR LET, AT —FX A0 lon]
Thbd I LaMRLET,
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7. M <fpolicy show-engine> <Y REfEH LT, %/ — FOFPolicy—/ O A7 —%

AL e L £

HENSERY —2ER

JSERY —F, WBE T2 — Y OREREBENRELESEIREDT 7 v a vz M) =T 2712 ff
AESNFzT, WBFZEFEEORY —%1ER L, ¥EDT NA AEILTRTOT A AEATEET,
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HENSERY O —DREFIE
FEIZHE- T, BWBERY o — L EERY O—ZHELET,
1. RV —%ERT 521X, [Workload Security]>[Policies]>[+Attack Policy]iZf 8 L £,

LR o —DFZRIR LET, BETIHBOMEELET 7 ay, BIR2—FNRT77ANTJ
TREHERINDEMZ2BIRTEXE T, R —id, BEDOSYME LTS DT TDOSVMIZ
WHTEET,

Edit Attack Policy X

Policy Name*
RoadShowattackPolicy - DO NOT CHANGE

For Attack Type(s) *
Ransomware Attack

Data Destruction - File Deletion
On Device

All Devices v
- Another Device

Actions
Take Snapshot o

Block User File Access @

Time Period

1 hour M

2. EERY —E1ERT 521X, [Workload Security]>[Policies]>[+Warning Policy] # % L £,
TERETOLRRERY o — L BERY) =2 TIORLET,
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NetApp PCSSa... / Admin / Automated Response Policies

Automated Response Policies:

Response Policy Settings ©

Attack Policies + Attack Policy [Iiiite
Name Alert Type Device Status T
RoadShowattackPolicy - Ransomware Attack All Devices Active
DO NOT CHANGE Data Destruction File

Deletion
Warning Policies + waming Policy [l il
Name Alert Type Device Status
User Activity Rates User Activity Rate cls3svm1 Active

flocloudinsight
flocloudsecurezwei
svm_lisacvosingletokyo
svm_CVOAWS
svmck01
svm0-takiyamal
svm0-demol
svmo4
svm_abern_cs
knull

svmO1

cssvm

svm100

SVM_CS

svm_cl01

CI_SVM
CI_CIFS_SVM

EX—/VBEHORE

A A —/VRANT, BERRKE, BE BIO0—Yxr MNF—Za L7 ZO@EERRICRETE £,
U—rn—RKEXa 7407 7— MNZEZZHFRET HITIL. [Admin]>[Notifications]>[Workload Security
Emaill lIZBEh L, EZEEOHLTHEI v a VICEA—LT RLAEZ AT LET,

M NetApp cloud Insights

§ Workload Security >

= NetApp PCS Sandbox
E ONTAP Essentials > Email Webhooks
Admi v &
;A Security Alerts
Send Potential Attack Alerts to the following email addresses:
APl Access
SSdk@netapp.com X SSS@netapp.com X a
Audit s @netappsaas.com X
v
B Anatann cam
Notifications
Send Warning Alerts to the following email addresses:
Subscription
Em=t=@netapp.com X EEEES@netapp.com X a
User Management s Ees@netapp.com X
v
~ B Anatann fam W
25 NetApp Cloud Insights & SnapCenteriZ X %
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Workload Security Email

Data Collection Health Alerts
Send data collection failure alerts to the following email
addresses:

EESSSSm@netapp.com X

=25 @netapp.com X

Enable upgrade notifications
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ONTAP Autonomous Ransomware Protection (ARP) O#&

ONTAP Autonomous Ransomware Protection (ARP) #%iEiX. NAS (NFSIE X USMB) IR cCV—2u— K

EOWL, 2V A2 THEBOAEENRSH D7 7 A NVNOBRERT 7T AT 42707 77 0 ZITHRHE L
TEELET, V—7m—FEXa U7 ZHHL T, ONTAPDLARPA XV hEZE L, IROT 7 ra v

EETTEET,

o ARUa—AWElbA Xy v a2 —YT 77 47 2 ICBEMIT T, BEOHLZ—VFEFELET,

e SnapshotDERLL—HF D7 7 A LT 78 AD Ty 7Y, ABFNER) v —ck-oTEHREN
-7 varEFEELET,

o THlLrVUywUHRER IR
V TFTREOREEZBERNERTEDLOICLET,
V RERZTET7rANVEREL, RER Y INY LT REORELZ IR LET,
ARPIZT A v ANMERERETT, ARPT A £ ZDFHMICHOWTIEL, ROV 7 2B LT IEEW,

https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html

GIE == Sus

1. EATOONTAPY U —R &y FR#EE S ET (BIMEIZONTAP 9.13.1P2) , ¥R — F S HONTAP
U U —2039.10.10L T,

2. ARPHHZRARY 2— 4,

3. U—u—FtxalTqab s 77 AZIPREATENT2S6ERH Y £,
4. SVMEZEMTHEXE, 7 TALL_RNDI LT vy VEERTL2LERDY £,

BEET VY LAY = 7HEROFEZL

ONTAPY AT A3 — % £721XONTAP CLIZ A L CARPZ AN T 54813 H Y £9, Cloud Insights /
V—rm—FEXxa2l7 4 TARPEAMNITEEEA, AT DE, T2/ T7 4 7E—RICHIVEDLETT
—= JE—RTEfELET,

FiE :

1. ONTAPY AT L=F%—V % T, [RA L —=VP[RY 2a—A]2@IR L, RH#ETIRY 2— L2 L
7.

2. [Volumes]|DOHEEE D[Security] ¥ 77 C, [Status] %R L C, [Anti-ransomware] »» 77 A C[Disabled] 2>
5[Enabled]ictl b & x £7,

3. FEHIMMAKRT LG, ARPET 77T 47 E— RIZUIVEAET,

WDAZ U —23ay ME, ARPEAZICT 5729 DONTAP System Manager~—% A ¥ —7 = A A% R LT
b\ij—o
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https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html

= " ONTAP System Manager Search actions, objects, and pages

Volumes
DASHBOARD

INSIGHTS Bl W Delete @ Protect 3 More Q Search = Filter

STORAGE . Name
fpsa_csdemo_vol_1  Allvolumes / Edit  § More

Overview 4
cifs_svm_root

Volumes

Overview  Snapshot Copies  SnapMirror  Back UptoCloud  Security = File System

CI_CIFS_SVM_root

LUNs

A Cl_SVM roo uota Reports

Consistency Groups €1_SVM.ragt Q P

NVMe Namespaces CI_SVM_root_mo01

Shares ] Anti-ransomware
C1_SVM_root_mo02

Buckets STATUS
CSDEMO ——

Qtrees Disabled
esxi_boot

Quotas @ cnable anti-ransomware if you are running applications on this NAS volume.

Storage VMs fpsa_csdemo_vol_1

ES

WDOAT J—ray bME, ARPRA F—T N TT—=0 T E— R TEITENTWBHEDARPDO AT —H A
ZoRLTCWET, ZOEmENS, Bk, —HHEl, 37774 7RO EZ L ENRTEET,

fpsa_csdemo_vol_1  Allvolumes / Edit  $ More

Overview  Snapshot Copies  SnapMirror Back UptoCloud = Security  File System

Quota Reports

Anti-ransomware

STATUS

‘:) Enabled in learning mode Il Pause anti-ransomware

Learning started on: 20 Sep 2023 7:55 PM

o The system has been auto-learning the workload characteristics of this volume. Several observations will be made and a
pattern analysis will be done on the workload characteristics.
 The storage VM of this volume is configured to automatically switch from "learning" to "active" mode after sufficient
learning.
« Also, you can manually switch from "learning” to "active" mode at any time.
« Alearning period of 7 to 30 days is recommended.

« Switching early might lead to too many false positive results.

Switch to active mode

ROMHEIL, ARPAY Tactive] E— FTIITSNTWNWDHZ LA RLTWET,
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fpsa_csdemo_vol 1 All Volumes /' Edit
Overview Snapshot Copies SnapMirror Back Up to Cloud Security File System Quota Reports

Anti-ransomware

C Enabled in active mode 11 Pause anti-ransomware

Volume's Workload Characteristics

Learned Statistics (§) Surge Statistics

1IGH ENTROPY DAT L ST PER

T XTOARPHENRAY =2 —LDAT—HF AL, RO L HIZONTAP CLIZfE A L CHERTE £ 9,

@ 172.21.25.10 - PuTTY - O X

GUIE 7 IZCLIZEH L7ZARPD A 2 — 7 AL L EFRDOFEHIIZ OV T, DY v 7 % BB LTL &,

https://docs.netapp.com/us-en/ontap/anti-ransomware/enable-task.html

KB T A —F OISFHE

Autonomous Ransomware Protection (ARP) NI —= 7 F— R CET SN TV IS, ARPIH RN
EDORY 2a—LDT7 7 AN b — 77 A WPEET, IOPSON—Z T 4 AMENAFEINET, = b
obE—&lI, b LWT 7 A NEBERZRET DT DICONTAPIN 7 7 A VNDTF— X DT X M2 3+ %
ZEThHDB, 77 ANOPSIE, 1B, 4ETEFE, HIBRENT7 7 A NVOEETHLIZLOTT, 2 b0
— AT AN, ARPRT 7T 4 7E—RICHIVBRZ 6N EDT oY AT =7 OB ZFMT 5 72l
AahEd,

ONTAP 9111 Ti%, B EDARPVLAN LAY 2 — AT D57 LT =2 THRIEDNRTG A —Z #ERT
EE9d, BHERTA—FEZRETEL, BHEDORY 22— T —r a0 — RIZESWNTULAR— FOBENA ELE
S

WERH/ X7 A —%1%, [security anti-ransomware volume attack-detection-parameters modify ] =~
YREFEHLTERCTEET, RORZ U —rvay ME, 7 A MREEOARPRIGR Y 2 — A THIIT /-
TWAHT 74N RDRTA=BERLTVWET, ZRHDORTA—=FF, R a—bDOV—7n—REED
TG DY TAERTEET,
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&2 172.21.25.10 - PuTTY - O X

77 4V kT, never-seen-before 7 7 A WAHLIEFDEII201CEEEINTWET, ARPREZIZR Y 22— A
TNever-Seen-Before 7 7 A VIR 23 S d & ONTAPIZIRBOREEMH A KSR TELET, R =2—
ZSnapshotiX, % 7 Anti-ransoms-backupZzfEfHl L7 a7 7 7 4 ZIZER SV E T, WEEOFREMIL,
T 7 ANMERT R0 TRWEAE, ERET7 7 ANVIRETEEVWZY hrE—RT Z v VT A —4T
EZEINTWA X, BMNEETT, HBOFREESMEWGEEIT, A XV MV AT AT 77— Mk
FENEEAN, KDL D IZSystem ManagerlZEE 3 FoRrENE T,

= n ONTAP System Manager Search actions, objects, and pages

DASHBOARD fpsa_csdemo_vol_1  AllVolumes

INSIGHTS

Overview  Snapshot Copies  SnapMirror ~ Back UptoCloud @ Security  File System  Quota Reports
STORAGE

Overview

Anti-ransomware

Volumes

LUNs STATUS

Consistency Groups () Enabled in active mode 11 Pause anti-ransomware
NVMe Namespaces Abnormal volume activity detected on 22 Sep 2023 11:05 AM

Shares SUSPECTED RANSOMWARE FILES

Buckets 1 Files

Qtrees
View Suspected File Type
Quotas

Storage VMs @ 7o recover data, see the anti-ransomware documentation.

Tiers

BHEEIX, ROBEHISRT LI, BDOLWT 7 A /V¥ A T & L, System Manager & 721X CLIZ»> b 38 5
FRET UV AT 2 THEBOMEENH D E~—0 T D52 LN TEET, false positive: L T~v—727 b
EL LB SN T 7 A WMRERFIIE N RIBRE T L RS, 207 7 A MEETICHT 55 % OB
MEINEHA, 1ERRESNT=Snapshotid /=72 HIZHIBR S E T,
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Suspected File Types X

You can mark the suspected file types as false positive or potential ransomware attack. The system will make
necessary adjustments to the way it detects abnormal activity in the future.

Q search = Filter

Type Entropy

> crypt -

FILES
Jdata3/sales/File1456.txt.crypt

MARK SELECTED SUSPECTED FILE TYPE

Select v

False Positive p
Potential Ransomware Attack Clear Suspected File Types Close

WOCLIZm~ > REMA LT, WEOFRMELZHRLIZY, 77 A WVIEEFZHR LTV T2 L TEET,

Cluster::> security anti-ransomware volume show -vserver <vserver name> -
volume <volume name>

Cluster::> security anti-ransomware volume workload-behavior show -vserver <vserver
name> -volume <volume name>

Bt L\ 7 7 A VX A Tk Afalse positive: L C~—27 F 2|21k, koa~<wr REHEHALET,
Cluster::> security anti-ransomware volume attack clear-suspect -vserver <vserver

name> -volume <volume name> -extensions <extension name> -false- positive
{true|false}

WDOAZ V—2ay M, 7AMNRENPOREG L-BWBOAREN L 7 7 A MEETOE#RETR L COET,
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@@ 172.21.25.10 - PuTTY

never-seen-before 7 7 A WYEIE T OEMPEE SN/ T A =X BB 25 L. WEOFHREMED Lowd 5
ModeratelZ 2800 3, Z OIRWDFEAT H EEMSIBHIN AR S 4L, ONTAP CLIZS & U'System Manager®
[f X FR—V THERTE £,

&2 172.21.25.10 - PuTTY — O X

31 NetApp Cloud Insights & SnapCenteriZ £ % © 2024 NetApp, Inc. All rights reserved.
FlexPodZ > % L7 = 7 xf & U R Y



Pl ONTAP System Manager Search actions, objects, and pages Q 0 2

Time Node Severity Y  Ssource Event
Q Q Q
> Thursday, Sep 28,2023, 12:39 PM A400-G0312-01 alert sve_queue_th. callhome.arw.activity.seen: Call-home message for fpsa_csdemo_vol_1 (UUID...
21741437

This message occurs when ransomware activity is detected. To protect the data, a Snapshot copy has been created, which can be used to restore the original
NETWORK Ve data. If your system is configured to do so, it generates and transmits an AutoSupport (or "call home") message to NetApp technical support and to the
configured destinations. Successful delivery of an AutoSupport message significantly improves problem determination and resolution.

EVENTS & JOBS A

Events £
callhome.arw.activity.seen: Call-home message for fpsa_csdemo_vol_1 (UUID: 1adfa914-7702-11ed-b75¢c-d039ea91fb56) CI_SVM (UUID: aa0afb6c-65b3-11ed-
System Alerts

b75¢-d039ea91fb56)
Jobs

Audit Logs ACTION
Refer to the anti-ransomware documentation to take remedial measures for ransomare activity. If you need assistance, contact NetApp technical support.

Multi-Admin Requests

PROTECTION

HOSTS v i Event 1

ZRFEHLHIRFEHE

1. ARPIZ, 777 4 7E— NIZYIV B2 501, F—=27 (FRERFFA4T0) T— RTHEET S
EWRH Y £9, ONTAP Q.13.1LUK, 7TH 7T 4 77 —=V 7 BPARPOIITEME N, T—=7F
— K777 47— R~DY D BN BENI TN E T, Cloud Insights DV —27 2 — FE% =
UT A HERBICIZ T — =0 7 F— R 7| HIHDLREEICHELET,

2. U—rnua—REXxalTF 4 TSYMBER SN TWRWEESTEH,. ONTAPIZ L - TARPA XY R34
& TWLE, Cloud Insightsidpl &t & A N> b E2ZELET, 2L, 77— MIBET D 7 4
LoV ERE -~ B T IEFy I Fr EREERINERA,

3. NFSHERLDVMDK CTARPZ 4 284013, ARPOEFEICHIRNH Y £9, ARP & FPolicy % f# 4
5L NFSEDOVMEVMDK L )LD b GAR#E T ET, VMRILE T heb—7 7y A Vv EH
DU —ra— NRH L8545, ARPIFHERER I EH A,

4. BIFFETIL. ONTAP S35 & SANERE TIZARPIZ T R— FEN TV EH A,

FEMTONWTIE, ROV V7 ZBRLTLIEEN,
AAAS U Ay = 7o — R 7 — R L ZFEFEIE (netapp.com)

bE o

TV AT 2T HENS OR#EEZERIRIECTEDI T T AT = THRE B AT A3H 0 8 A, TERN
BHEHENRWATREMEZH D 30, 7o FUANRY 7 b =T NMEAZBHTE o724, NetApp
Autonomous Ransomware Protection (ARP) [IEZE/LEMBEII LA ¥ & L THREL £9°, ARPIEZ, Vo~
FANBEBSALENTHD TIIEALEDT Y LT = THEOWHMAMETE TN, T—F 2R ET L0
DTV varEHBIICETL, HBORWIHD Z L2 EELET,
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2 — P

ZOEZarTiE, WONDZ—Ar—RZOWTHH L, V=27 v—FKexXx=2 U7 ¢ BREEOK M,
TT—h, T T LTI EDL IO EHERLET,

BRI T 7 A VHIER

ﬁ:ﬁ%lﬁ
BRI T 7+ A L7- lsales-data-Jan2023.docx] 23SMBI:FIZAR WL a—YnbH@E S E L,

4347
[Workload Security forensics]=— % H L T, {5 LIZBEINOT_XRTCOT7 7 A AEIRT 7T 48T 4 %
MERCTEES, MRIT, 2=V — K, FAS L 72T 08T 4, NAL T/ A (SYM) 72 &,

ZOFITIE, BEUFMOTRTOYIET 77 4 BT 4D F vy &, ESINE7 7 A VEIGE B
E’)]: L/jzﬁ‘o

[Workload Security]>[Forensics]>[Activity Forensics]DJEIZIEIR L, 3 _XTCOT I/ T 4T 4% [
ALV BEOTHIR] 72774874 TTZA4NZ ) T LET,

n NetApp Cloud Insights Q & 9 Daniel Roney ¥
a1l Observability A NetApp PCS Sandbox / Workload Security / Forensics @© Last24 Hours - e
a
@ Kubernetes Filter By - Domain "fpsademo.net" X = Activity Delete X
Workload Securit,
A ¥ Entities  All Activity
Alerts
Activity History
Activity per 5 minutes
Forensics
@ Delete @ Others
1.5
Collectors
1
Policies 05
0
E ONTAP Essentials > v 12:00 15:00 18:00 21:00 21.Sep 03:00 06:00 09:00
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NetApp PCS Sandbox / Workload Security / Forensics (@© Last24 Hours v G

Activity Types Activity on Entity Types
e 1 Activities (100%)
All Activity (1) o o
Time | User Domain Source IP Activity Path
13 minutes ago Demo Userl fpsademo.net 17221274 Delete /CSDEMO/sales/sales-data-
Sep 21,2023 8:55 AM Jan2023.docx
4 G >

ZOBITIL, Workload Security 23 HIBRT 7 7 4 © 7 ¢ &KL, 2—HP4, FETIP, BLOT 7T ETF

4 DB A ZEFRRLTCOET, ZHUTED, BINOFHEE 7 7 A LD A RTDIZbDR—RAT A U HPffh s
nEJ,

BHERFAV B

UV—u—ReXa U7 4075 Vy 7BREEAHENT L. 77 A VHIBROFEMZ TIEI0FFETEET,

BWET7 7 ANPRERSTAAT Y v 731 Fila—3nE L,
Fl:ﬁ E l'f—;_':

ANFHOWEEN B CA T 77— L EZ—%2 T Vw7 73 A Z I Cat™— LE L, (B30 TID
MEWVIZRDE, 77 A AVEHIBRLE LI, MOGENNRZOT7 7 A4 L a E—E 7 EFBW =0 E 50
X EHATLE,

ST

U—7a—KeXa T 40075 L0V I R=UEFERALT, X7V I THFNAFTRNOTXTDT 7 A4
NTIT AT 4 TF 2T L, T7ANEHRATADNRNNE ) AR LET,

I EMERT AH12iE, [Workload Security]>[Forensics]>[Activity Forensics[iZcB& L, 3-XTDT 7
TAET A RAAL LT ANNATTIANEY T LET,
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M NetApp cloud Insights Q & @ O paniclroney

o1l Observability » & NetApp PCS Sandbox / Workload Security / Forensics ® - |

Kubernetes 5 FilterBy = Domain "fpsademo.net’ X Path /CSDEMO/public/ X

Workload Securit - A F
A4 Y Entities Al Activity
Alerts
Activity History
Activity per 5 minutes
Forensics
@ Write @ Read @ Others
3
Collectors
2
Policies 1
v J
0
4 Minimize 12:00 15:00 18:00 21:00 21.Sep 03:00 06:00 09:00

ZOFITIE, T ANMIBEETLZTRXTOT 7T AT A BRI, LARAZ LT 2=, BT 7T 48T 4
ZATELLEHICRRINET, DemoUserl 37 7 A V&7 Y v 7T 4 L7 FJIZaE—L7zHRIEER T,
Demo User2i3”7 7 A VaBAMOWHEETT, B TTEZ—F—1 03TV v I T 4 NVE0D T 74 )V EHIER
L% L7z, Workload Securityid, HIBRSNI2 7 7 A VDT _XTOT7ANT 7T 4T 0 2BHLE LT, Zh
WXV, TO2—FRRT V7T 4 L7 UL T 7 A VEHIBRT 2H1, BlOZ—FRZEDT 7 A /L ZFHN
TENEIDEMERTEE L,

NetApp PCS Sandbox / Workload Security / Forensics @© Last 24 Hours v e
Activity Types Activity on Entity Types a
cee | o
oec |
—_
wie |
All Activity (4) FEe)
Time | User Domain Source IP Activity Path Entity De
Type
18 minutes ago Demo Userl fpsademo.net 172.21.27.11 Delete /CSDEMO/public/demouser3 - offer rtf Cl.
Sep 21, 2023 9:56 AM letter.rtf
23 minutes ago Demo User2 fpsademo.net 172.21.27.11 Read /CSDEMO/public/demousers3 - offer rtf Cl.
Sep 21, 2023 9:50 AM letter.rtf
an hour ago Demo Userl fpsademo.net 172.21.27.11 Write /CSDEMO/public/demouser3 - offer rtf €CL.
Sep 21, 2023 9:28 AM letter.rtf
an hour ago Demo Userl fpsademo.net 172.21.27.11 Create /CSDEMO/public/demouser3 - offer rtf Cl.
Sep 21, 2023 9:28 AM letter.rtf v

BERKRA Vb

U—sua—RtEXxa T 113, BEHEIEDOSMB/ CIFSIE F7-IINFSIEFENITH S 7 7 A Tt T B9~
TOT IV T4 ET 4 B CEES, ZOWRRIZ, WET — X7 7 A NVIIEET T 7T 40T 02 ML
— A F BIGAITIER IER] T,
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7 7 A LV O—FEHI

Fnﬁ E /'f_:_':
BTHICHEHATREE 572V ONDTFF A M7 7 A ABNFSEEFIZ 2N e 2 —Fnb#ESnE L,

ST
Cloud Insightsi® Z OO A1T 5 72 OIS BIFbivE Lz, @E24KBO 77 ANVT 774 BT 41X, 7

IJT 4T 4 Tdelete] ¢ T 4T 4247 Tixt] \THEASNWTT4AVZ YT EN, BIRT 7T 4 ©F 4 OFEM
NEREINFET,

NetApp PCS Sa... / Forensics OR4 G

Entities All Activity

Activity History
Activity per minute
Delete Change Permission Others
3k
2k
1k
0
09:00 12:00 15:00 18:00 21:00 14. Feb 03:00 06:00 09:00
Activity Types Activity on Entity Types
bt~ |033%

ZOfITIER, FOMI2o0—FET7 s A NHIRT 2T 4 BT 4 N H Y, ZHITIF30005 R DT F AT 7 A AN
EENTVET,

All Activity (3,015) f o

Time 1 User Domain Source IP Activity Path Entity Device
Type

2 days ago testuser2 172.21.27.13 Delete /fpsa_csdemo_vol_1/data2/hr/File2000.txt txt CI_SVM l

Feb 13, 2023 6:28 PM

2 days ago testuser2 172.21.27.13 Delete /fpsa_csdemo_vol_1/data2/hr/File1998.txt  txt CI_SVM
Feb 13, 2023 6:28 PM

2 days ago testuser2 172.21.27.13 Delete /fpsa_csdemo_vol_1/data2/hr/File1997.txt  txt CI_SVM
Feb 13, 2023 6:28 PM

2 days ago testuser2 172.21.27.13 Delete /fpsa_csdemo_vol_1/data2/hr/File1996.txt  txt CI_SVM
Feb 13, 2023 6:28 PM

2 days ago testuser2 172.21.27.13 Delete /fpsa_csdemo_vol_1/data2/hr/File1995.txt  txt CI_SVM
Feb 13, 2023 6:28 PM

2 days ago testuser2 172.21.27.13 Delete [fpsa_csdemo_vol_1/data2/hr/File1994.txt  txt CI_SVM
Feb 13, 2023 6:28 PM

36 NetApp Cloud Insights & SnapCenteriZ X % © 2024 NetApp, Inc. All rights reserved.
FlexPodZ > A7 = 7 xR & U 1Ny



2 days ago testuser2 172.21.27.13  Delete /fpsa_csdemo_vol_1/data/File1524.txt txt CI_SVM
Feb 13,2023 6:16 PM

2 days ago testuser2 172.21.27.13 Delete /fpsa_csdemo_vol_1/data/File1522.txt txt CI_SVM
Feb 13,20236:16 PM

2 days ago testuser2 172.21.27.13 Delete /fpsa_csdemo_vol_1/data/File1523.txt txt CI_SVM
Feb 13,20236:16 PM

DT 7T AET 4 TET—FIEET 7 — MIAERSNLETATLE, Ziud [Alerts] X— Y TR TE £,
[Alerts]% 27 V » 7 L. [Attack/Warnings] T~ (/L4 1) > L, [Data Destruction File Deletion] #3&4{R L 7,

M NetApp Cloud Insights Q f#f @ O DaniclRoney v

. o o Feb 13,2023 .
il Observability » NetApp PCS Sandbox /[ Workload Security / Alerts ®© 12:00 AM - 11:59 PM o

Filter By | Attacks / Warnings | Date Destruction File Deletion X [ 2
© Kubernetes »

@ Workload Security -
15

1

Alerts
0.5
o

Forensics
14. Jan 16. Jan 18. Jan 20. Jan 22.Jan 24, Jan 26.Jan 28. Jan 30. Jan 1.Feb 3.Feb 5. Feb 7.Feb 9.Feb 1L Feb 13.Feb

Collectors O Fotential Attacks ~ AWarning
Policies © Potential Attacks [(0)
Alert ID Potential Attacks Detected + Status User Evidence
=  ONTAPEssentials »
Mo Matching Records Found
4 S ——— >
& Admin »

A Warnings (0}

4 Minimize Alert ID Abnoermal Behavior Detected - Status User Change Action Taken

Mo Data Available

Cloud Insights’EHE 1%, HEOETHICZ Oa—YRIEFIZT 782 THLE2Tny 7 TEET, Thi
To1IF, 2—PF—R% 7 Vw7 LET, ZHED, BESNEHH2—Y—2T7 vy s 35647 v a on
bHa—YP—=Ta 7y ANV XA LT PERNET, AECL > Ta—F—DEERFEH S W25, FHE
I —PF—Z kI 7 m y 7 TEET,

woFlix, Ttestuser2] =2 —H 7 a7 7 A LERLTWET, FHEIL [Block User] R¥ %27 Y v 7
LCa—H%7ny 7 TEHILICEBELTIZEN,
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NetApp PCS Sa... / Forensics / Users / testuser2 O -~ e

User Profile

User/IP & Top Activity Types View Activity Detail
testuser2 Access Activity per minute
Unblocked

Block User

Last accessed from: 172.21.27.13

Username 3k
testuser2 2k
Domain 1k
fpsademo.net I
0
17:00 18:00 19:00 20:00
HERERA VB

Cloud Insights®H B #F|L, V—2n—REX2 74 2L T, 2207 1V FXI2H 530005 A2 57 7
AT L7 7 A VBIRT 27 4 ©F 4 OFEIZHEE TE £4, Cloud Insights &% 13, F# D
TR EDOHMN, 2—V—%27ny s 5L b TEET,

WERY > —T [FT—HEL 7 7 A VHIBR] DEEINTNTYH, 2 —fEHIBRO T 7 — MR ERK S ve )
STEOPEINCE I DL LIEY A, 77 A NVHIBRIZ RNRT 7T 4T 4 THY, T—XET 7 — M
HBERRET 7 ANEIRT 7T 4 8T 01 LToRERENET, V—0—FReX=2 U740 Tk, £7°.
il # D2—F L a—PFIN—T D2 —FITHEFETLILERNHY 7, RIS, X—RTA U EHELL, B)
EDOEBLEELET, 20 —HFITK L THLSNIEZN—ZF 1 %, BERILARWT & 2T 5 DIC+4T
oo felod, 77— MIAERSNEFATLEL, T A0 =7 OBHIZ DWW T, Cloud Insightsix k
L—=V T EwT, IR LEITR Y T,

— T ANERLICE BT A 2 T HEDY I 2L —Va Y

Fl:ﬁ E l'f—:_':

Cloud Insights'&BEE I8, T o A7 = THRDAHEMNN 5D L VIEA—LT F— h2ZI5 LE LT,
SR

Cloud Insights S8 L C7 7 — b &R L9, 1000525 7 7 A Lddtestuserlic L » THE 5L I LT\ b =
EVRHE SNLTVWET,

38 NetApp Cloud Insights & SnapCenteriZ X % © 2024 NetApp, Inc. All rights reserved.
FlexPodZ > A7 = 7 xR & U 1Ny



M NetApp cCloud Insights Q # @ O baniciRoney v

e < / rl S T
il Observability » NetApp PCS Sandbox / Workload Security / Alerts 12:00AM- 11:59 PM b e
Filter By || Attacks /Warnings | Any X' Domain | fpsademo.nct |X [ a
© Kubernetes 4
@ Workload Security v
15
Alerts 2
05
Forensics &
16.Jan  18.Jan  20.Jan  22.Jan  24.Jan  26.Jan  28.Jan  30.Jan  L.Feb  3.Feb  S.Feb  T.Feb  O.Feb 1LFeb 13.Feb 15.Feb
Collectors O Potential Attacks A Warning
Policies © Potential Attacks (1)
o Alert ID Potential Attacks Detected 4 Status User Evidence
= ONTAPEssentials >
AL_2017 Ransomware Attack 7 months ago New 2 testusert >1000 Files Encrypted
Feb 14,2023 10:30 AM
Admin >
@ ex ] »
A Warnings (0)
4 Minimize
AlertID Abnormal Behavior  Detected 4  Status User Change Action Taken
v

No Data Available

® Feb 14,2023

TI7—MDEZ Y v EHE KEOHMEETINLET 7y a BRRSNET,

NetApp PCS Sa... / Potential Attack Detail / Ransomware Attack (O] fg!: 14, ";°773 " v e
9:30 AM - 12:30 PM
POTENTIAL ATTACK: AL_2017 Detected Action Taken Status
5 minutes Acce e \ New
Ransomware Attack £k '” rfgfﬁ_v - A\ Access Blocked on 8 SVMs @ ew 2
Feb 14, 2023 10:30 AM
Snapshots Taken
Biocked by Lost snopshots taken by How To:
outo response policy outo response policy Restore Entities
Expires in 0h 35m Feb 14, 2023 10:30 AM
Change Block Period Re-Take Snapshots
Unblock User
Total Attack Results Encrypted Files
Activity per minute
1 1003 1006
es Deleted Files Encrypted Files
L]
2% 1
d potentially '
1
1 i
1k
This is potentially o sign of Ransomware Attack. h
0
09:30 10:00 10:30 11:00 11:30 12:00 12:30

CEOLYIC, HEEERY V=N U H—Eh, 2—PRT ey ST, Snapshot= B —HERR S E
T TOBMEIIE, TRy ZHEEEE LY, ENRT VT4 ET 4 ThDHZ ENHIA LGS I — Y —

Dy I ERELIZVTA7008BNA Y arbdb i 9,

TlizAxAZa—nT5L, &7 7 BAOZ—FOBEMERLIPT KL A, B,

SnapshotDfERNERINE T,
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Related Users

AR

C*}r’ \ testusers User/IP Access @ 1006 Detected
K ) 3 t
*:»—(1;/ 3
P

==

Usemame Top Activity Types

Domain

Access Limitation History for This User (1)

Time Action Duration Action Taken by Response Blocked IPs on NFS

Affected Devices/Volumes

Device T Volume Encrypted Files Associated Snapshot Taken

Ci_SWM

Linux7As A MiZtestuserl & L TR Z A > L, NFSHE~DT 78X 2R A E T, ZOHFITIHE, testuserliZxf
TAET IV EAREGEEINTWET,

@ testuser1 @FPSADEMO.NET@fpsa-demo-linux1: / - O X

HERKRA VB

U—n— KXo T7 413, 22—V 5T —=FZDT7 7B RRZ—= DS TT oY AT = 7 HEE SR
IR L, & LET, Z0a—2A 75— TiE, 2—FREEIGRONFSEANOLEDOT X L7 7 A L
EREAELET, V—u—FEXa2 U701, 7SRRIV LAV = THBEOREMENH D LWL, =—W
71 w2 LE L, Cloud Insights&HENT 7T 4 T 4 250 L, ENRT 7T 4 €T 4 ThHHZ &I
LA — 070y 7 2T 572007 7— MRERINE L, T—XDOU A NTBMLEITR S
2BEAIE 2 T, RY =2—2bDSnapshot= B — b 1ERL SN E L=,
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T LY =T BEBEDT —F DY INY

ToH LT 2T HENL Y ANV L, AT 2 MHIORIEIZT =2 % U A M7 351218, WEHEDPREFLT
WHEGF—~DT 7 B ARBBEIZRDGE1RHY £7T, ZnFZ ORE, HBEEICHREZ 3 5 B8
WD ETN, HBEEVPUAMKIRLIZL2CF—%2 VY —AL7Y, T—2 2\ 5 L T 5RGETH Y
FHA, 61, BFREEZHLD 2L T, WBRETHEZMEHT L LB TEET,

7/*j‘A‘71775>%®)7J/\)77/73> RE SN TWIUL, MiEZ A 2 —lcBFOEREFH T,

7/#A717#%®)ﬁh FHENCIX, B, MRS ECERICE 25 7k, TR ORISR T 5 0iE, ]’
NS U BN T B0 ﬁ"fﬁ“/\%i) 73>E. EFNFET, 7/4%A'7:7IJZ§9‘%X F7e%6. BN 5D

WX, T—HEBERHC Y ARV T EnL ILNERA, ZHUTHENCAEETTA, U AT =2TNRE-TZ
RN DICT DO DMOFINEEZEIT LRV & ﬁ@@“’“’?ﬁﬂ#ﬁ@% WCORMBA[REERH Y 5, Wi
WY OEFEINCEET H121F. B3 2DOFIERH Y F3, YDA T v TIET U T LA 7 5HLIAD D
ZETT, TSR, BERELTE 2 T4 T M ERy NI 008 L CTREEL, RBEET 2 Z R EENE

T, U Shi=n, RMORT v T IHEG L= AT L% 7 V=0T w7 L, AR THIVUINNyFE#EHAT5 2
LT, Ny T EEATIE, VAT LARRY VT —JICEERINT L XICHBERT 0B ENTE
T, REDAT AL, T=HDY AR LY X NTTE, Mk T— 5%%%Mﬁ¢5t Iz, BEUR
AT VT L ANBRT_RTOT — &%A@%@ﬁrfﬂ/77/7ﬁézgﬂ%@iﬁ BNy I T T
FEVCRADOEMZ Y A N7 T LH7DICHETHY | WEDERI w&éntﬂ/&7/7 LT EATH

L TV AT 2 THEBEROT — X BREKIBICHIB T T,

D' a3 TiE, ONTAPOR Y =—ASnapshot) 2 FTHEfEE . TV T AT =2 THENSDO Y HNY I
FEH ST ONetAppDSnapCenter® 7 5 7 A N2 HOW Tt L £, SnapCenter”J 7' A L Zffifl+ % & |
VMEBEGWDH DNy 0T v T T TN =g  EBEMDH DN 0T v T AT 2 — SN T
ERR L. MBS U TY A M7 A FEITTE £,

ONTAPZAR U =—ASnapshotY A 7

AR L7277 oY AU =T HE I 2 L—ra rO2— A7 — 2T, Cloud InsightDV—7 o — &%=V
TAREROBBESERY —It ko T, WBEPBREENDETSICRY a—bAF v T ay b3 N T—
SNTWELE, ZOAT YT vay MR LSRN 7 7 A ABIFEEAEEEN T RWEELH D E
T, RANROEELENTZT7 7 A NVEFEH LT, WBIGEWEERIZAY 2—2% U X N7 3% EERT
4, I 7ONTAPZ BHiH D% EEIZ. Autonomous Ransomware Protection (ARP ; B S % L0 =7
HE) LT, ZoVLAv=TORKME, 77— AFvyTray MEELFIFITX £, Cloud
Insights & 1358720, ARPIZZ + L ¥y JHEREZ XA 7 4 TICHRAE L T ERFA D, Cloud Insights & #iA
THE, TV IEREO LA YREBMESN, 22—~y 7 LT — % ORI N R K137 A
W20 F£9,

WDAZ Y —ray hTlE, BEBE2ZIT5F 30 A2, AU =2—25h, B I Workload Security F 82K U

—ZkoTHEBENT-AT v T vay FRERENTHET, V=2 0—FDktX=U T 412X -> THER
SN % Snapshotid lcloudsecure_attack_auto_| # 7 TLAE Y 7,

Access Limitation History for This User (1)

Time Action Duration Action Taken by Response Blocked IPs on NFS

A Block 1h Automatic none

Affected Devices/Volumes

Device T Volume Encrypted Files Associated Snapshot Taken

Ci_SVM fpsa_csdemo_vol_1 1,006 Feb 14,2023 10:30 cloudsecure_attack Automatic
AM -auto_16763886487

Woa<r REHEHA LT, SnapshotiZhR Y 2—24% U A RTCTEET,
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Cluster::> volume snapshot restore -vserver <vserver name> -volume <volume name> -
snapshot <snapshot name>

A400-G0312::> volume snapshot restore -vserver CI_SVM -volume fpsa csdemo vol 1 -
snapshot cloudsecure_attack auto_1676388648746

¥
Autonomous Ransomware Protection(Z J: > T4k S 415 Snapshotid,  TAnti_ransoms_backup| ThiE

WET, 2E20F, RORAZ UV —ri gy M, ARPRERNV AR Y :—AT“never-seen-before77/(/1/%
P SN & E1C, ARPESREIC L » T b U H— &N 7=SnapshotZ R L T\ £,

&2 172.21.25.10 - PuTTY - O X

AV = —2ASnapshotY A N T &#ERA LT —X DU I8 OFEFHIZOWTIE, KOV 7 2B LTIEEN,
https://docs.netapp.com/us-en/ontap/anti-ransomware/recover-data-task.htmi

SnapCenter Plug-in for VMware vSphere (SCV)

SnapCenter Plug-in for VMware vSphere (SCV) ([HNetApp7 —4# 7 m—%—) (&, LiNUxX—ADA K > R
T NHET T TFTAT U ATHY, WL EINTZT = _X—AB I NT 7 A LT AT ATk 5 SnapCenter
DT — RN A YR — N LET, VM, T—F R 7 VMDKIZK LT, AX—=2ZRIENTZ, 7T
VafEEMHOHDVMESME Ny 7 T v B I A N T AR A &R CEITCE 9, SnapCenter Plug-in for
VMware vSpherel¥, MS-SQL. Exchange. Oracle, SAP-HANA7Z: K@ SnapCenter” 7'V & —3 3 L _— 2
DTZTA L EHEEL T, VMwarelREETT 7V r—v a U EEAMOH Dy 7 T v 7B XY 2 - 7 ALHE
BFEATTEET,

E
o  VMEIEEMDH D Snapshot = ' —iZiZVMware Tools23 M EE T, VMware Tools2 A > A h—
NBLOEITSNTOWRWEGE, 77 ANV AT AIREESNT, 75> ‘/:%AﬁSnapshot
PERRSNET, VMEGHB LV 7y v a BEMEHEX T — 2 RiELFEBRTH2D
SnapCenter Serverz A > A h— /LT 58T H Y A,
o TV —va EAME (WDKRHEOT 7Y r—ya v ERIFRawT NA A v BT
(RDM) RHEOT 7V r—a ) OF —ZR#ELI AT 5 121E, SnapCenterth— 3% A > A |
— )T BUENH Y £7, SnapCenterit, SnapCenter VMware” 7 7' A v &3 A 7 4 ZIZIEH L
T. VMDK, raw7 /3 2 vy 2 (RDM) . BLUONFST—H A 7 LEDOFTXTOT —F &
AT EIAT L ET,
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https://docs.netapp.com/us-en/ontap/anti-ransomware/recover-data-task.html

vCenter?®SnapCenter Plug-in for VMware i 132 & | IROBEE FITTE £7,
. e OR) = VYR N=T BEONRNY I T T Ay 2= E2ERLET,
= M~ VMDK, T—H AT 2Ry T v LET,
» FfEwI Y, VMDK, BLOTZ 7 A vET A EDY A LT (Windows” A FOSOHE
*  VMDKZ#fcds J OBefefifbs L %97,
» RSV UBROT X A NTICKT 0T — A RELE AL, LR — MEERRLE T,
* RBACEF=2VT g é—itfbahlce—NZEELYR—FLET,
*  Windows” A NOSOF A N7 7 A VEFZIETT7 44 (B—F 21388 20 F—bLET,

* Single File SnapRestore##EH LT, 774~ VLI D >4 U DSnapshot= £ —7> 5 Zh =1y
RARL—UR=Z% U R RTTEET,

P RESNTWAEE~ Y EREI N T RWER Y, BRI Ty URART, =
TN aTDOARAT—F AT X v a2 R —FELVR—MEERLET,

» B & USnapshot= B =0 LARAERT ¢ A 7 B ¥ E T2 3B AR L £ 9,
v AR T o R RO~ v TR LT

vCenter CVMware vSphere Client GUIZ i L T, VMwarefiidil~ o (1E3€DVM &vwWol VM) . VMDK,
FOF—Z 2 T OFTRTONRy 7y TR LE Y X ST A FEITTEET, vwWol VM (WolF—4& & R 7
WNDOVM) OFEIL, 77 v v a2BEMRy 27 v 7ORNBYR—FSNET, £/2. VMSLVMDKEZ Y 2 R 7
L7z, ZAROSEIZHFET DI 7ANETHNVEEZ VA RNT LIZTHZ L TEET,

SnapCenter Plug-in for VMware vSphere®# A

SCVE ATFIEIL, #Hrils L OBEFDOSnapCenter— 2 k> THRAR Y £,

ZiE CTSnapCenterz i [l L7-Z & 2372 <, SnapCenter’ N 7 7 v TR WNEAIL, ROV —2 7o —%
AU CTIEEEBIMB L TSI,

https://docs.netapp.com/us-en/sc-plugin-vmware-
vSphere/scpivs44 deployment workflow for new users.html

SnapCenter/X> 7 7 v 7% 3 CIZHTA LTV b SnapCenter— —H DAL, ROU—7 7ua—%fH LT
TEEEBIAL T E S0,

https://docs.netapp.com/us-en/sc-plugin-vmware-
vSphere/scpivs44 deployment workflow for existing users.html

FIE
1. Open Virtual Appliance (OVA) I L UEntrustd/b— hFEEBAE L hFEHE A A A b —/L LE T,

VMware vCenter 7.0.3LA& D /X —0 5 Tld, EntrustitBIEIC L > TEL SN-OVAILEEI AR 20 F
L7=, OVALIEAEDO 7 p L ZPEMSiztar7 7 A Va2 X v ra—RNL, LFOFIBICHE- CIEHRES
AVA =LV TDHLERDH Y £,

https://docs.netapp.com/us-en/sc-plugin-vmware-
vSphere/scpivs44 download the ova open virtual appliance.html

2. SnapCenter Plug-in for VMware vSphere % 3& A4~ 2
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SnapCenterOEREZ A L C, I~ v EOVM, T—% AT, 77V r—var b BEMOH DT —
B N— 2 AT 5 121E,. SnapCenter Plug-in for VMware vSphere 8 A4 2 MR H Y £9°, SCV 4.9
BAEE HBREICEA SN TOET, FHIC OV TE, ROFIEEZSHL T EI 0,

https://docs.netapp.com/us-en/sc-plugin-vmware-vsphere/scpivs44 deploy snapcenter plug-
in_for vmware vsphere.html

VMETF —HFRARNT ORI T 7

Ny 7T v T EERT B HIIC. SnapCenter Plug-in for VMware vSphereZ i L T Xy 7 7 v 7R U & — %R E
L., A=V L, V=R NV—T%2ERTHLERDH Y ET,

VMware vSphere Client GUIZ B &, [Menu] ZZ > %2 U v 7 LT, V& v Y X kxbSnapCenter Plug-
in for VMware vSphere %z #4{R L £,

— VvSphere Client @)

N

[ Global Inventory Lists

[& Policies and Profiles
ZA Auto Deploy
@ Hybrid Cloud Services

<> Developer Center

&% Administration

[E] Tasks

[ Events

© Tags & Custom Attributes
&> Lifecycle Manager

I SnapCenter Plug-in for VMware vSphere
n NetApp ONTAP tools
@ NSX

SCVZ' T 74 BBV 6, Efo~1 > T[Dashboard) % 7 V v 7 L, AHlod~1  T[Getting Started] ¥ 7'
ABRNLES, ZOXTIE, VMET—F AT 2Ry 7T v 7570 DSCVT T 7 A » ORGEFNANFE
RENET, FAT YT OFIEHDINAN—N T % I VI TDHE, TNENDOAT v T DT 4% — RH3E
XFET, FLF, EUOSL TR M=V VAT A R — FRBFV YV —RAITN—T%H7 Vv LT
BLWHHAERL, REV AP —FEZH &b TEET,
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— vSphere Client Q

\

SnapCenter Plug-in for VMware vSphere INSTANCE 172.21.25.179:8080 v

%; Dashboard Dashboard
E® Settings
Status Job Monitor Reports Getting Started I ? 1

[* Resource Groups =
@ Policies R R "

Getting Started with SnapCenter Plug-in for VMware vSphere
Storage Systems
E® Guest File Restore @ @ @

Add storage system Create backup policy Create resource group
Add one or more storage systems that contain Create one or more backup policies that Create a container to add one or more
resources you want to protect. manage the retention, frequency and other resources that you want to protect with backup
settings for resource group backups. policies.

Click here to configure
Click here to configure Click here to configure

1. AbhL—v 27 FRH LStorage VM % BN
SCVT'Z 74 v OiEMfF B —H A T, [Storage Systems]Z 27 U v 7 L, [Add] R¥ EEIR L F T,

[A ML=V AT LOBIMEA TRy 7 AT, SVMEILZ 7 AZOERERE AL, [BINZERLET,

Add Storage System X
Storage System Storage system FQDN or IP o
Authentication Method @© Credentials O certificate
Username Storage system usemname
Password Storage system password
Protocol HTTPS
Port 443
Timeout 60 Seconds
[ Preferred IP Preferred IP
Event ystem(EMS) & A pport Setting

@] Log Snapcenter server events to syslog
M1 Send AutoSupport Notification for failed operation to storaae svstem

‘ CANCEL | ‘ ADD ’

WDAT V—ray M, BIIEREZA ML=V 7 T AZLESYMERL TWET,
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— vSphere Client @)

\

SnapCenter Plug-in for VMware vSphere INSTANCE 172.21.25.179:8080 v

% Dashboard Storage Systems
E® Settings
4 Add / Edit 3 Delete [ Export
E} Resource Groups Name Display Name Type Protocol Port Username SVMs
rg Policies E172.21.25.10 A400-G0312 ONTAP Cluster HTTPS 443 admin 5
CI_CIFS_S... CIL_CIFS_SVM ONTAP SVM HTTPS 443
Storage Systems
172.22.34101 CI_SVM ONTAP SVM HTTPS 443
f® Guest File Restore cifs-svm cifs-svm ONTAP SVM HTTPS 443
> 172.21.25101 Healthcare_SVM  ONTAP SVM HTTPS 443
nfs-svm nfs-svm ONTAP SVM HTTPS 443

2. RNy Ty T RY —OFRK
SCVT'Z 74 v OEMDF Bl — g 21 C, [Policies]ZZ Vv 27 L, [Create] R¥ %27 U v 7 LET,
[New Backup Policy] ~—C, AU >—OREHHRAEATIL, [Add|Z27 U v 7 LET,

New Backup Policy X
Name |CI_VM_Backup
Description |cI_SVM VM Backup |
Retention Days to keep ~| 11 }: L]
Frequency Hourly b
Replication Update SnapMirror after backup @

Update SnapVault after backup @

Snapshot Iabel‘

Advanced v VM consistency @
Include datastores with independent disks

Scripts @

v
‘ CANCEL

ZORITIE, RNy 7T v IRY —2EK L, ZORY —E2EH L THER SNy 7T v 7% 1H
MR LET,
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— vSphere Client O,

SnapCenter Plug-in for VMware vSphere INSTANCE 172.21.25.179:8080 v

% Dashboard Policies
E& Settings
# Create  J/ X [ Export
[:j‘ Resolifce/Groups ~Name VM Consistency Include Independent Disks Schedule Type
%, Policies Cl_VM_Backup Yes Yes Hourly

&= Storage Systems

E® Guest File Restore

3. U Y—R ZL—FDIEK
SCVZ'7 7 A O[T v —& 12T, [Resource Groups]s® 7 U v 7 L, [Create] #i&IR L 7,

[Create Resource Group]V 4 #— RDOZE_X—T TRERIFHREZATIL, VYV =X TA—TICEDDLHIME T
—HARTEERL, @HITDINN 7T T RV —5FR L, Rl T v AP a—LERELET,

ZOFITIE, 3BEDOLINUXVME ANy 7T v 7357280010 V=R T —T%/EmMR L TWET,

— vSphereClient O

SnapCenter Plug-in for VMware vSphere INSTANCE 172.21.25.179:8080 v

% Dashboard Resource Groups

B Settigs Linux-User-VMs < All Resource Groups

[% Resource Groups

Schedule & Retention Entities
@ Policies Last Run:
: 2023-09-18T21:00:10.904+00:00 Name
Storage Systems Resource Group: Linux-User-VMs fpsa-demo-linux1

Last Run Status:

E® Guest File Restore v Completed fpsa-demo-linux2
Policy: Cl_VM_Backup fpsa-demo-linux3
> .
Schedule: Every 1 hours
Retention:

Maximum 1 day

4, Ny T v T DOFET
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VY= T N—T%RNL7=H EIZ[Run Nowlx 7 U v 7 LT, [Resource Groups]"— CA YT < RNy
IT T eFTTHIELTEET,

— vSphere Client O\ & Administrator@V4

SnapCenter Plug-in for VMware vSphere INSTANCE 172.21.25.179:8080 v

% Dashboard Resource Groups
E® Settings Fil
o Create  / X DRIANGW Q@ I» [> Export i
Resource Groups
Name Description Policies Last Run Status Job Status
W§iRoldes Linux-User-VMs CI_VM_Backup Completed PRODUCTION

5. VMO 7T v 7 OFRR

VMO 77w 7 aFRT HITiE, A X2 h U U X hT[Hosts and Clusters]# Bl &, VM% 3R L
C [Configure] # 7 %#4R L. SnapCenter Plug-in for VMware vSphere]t 7 + a3 > C[Backups] % 7
Vo7 LET, HUORA NS, FERRERTXTONRYy 7T v TINFERINET,

vSphere Client O, q
& fpsa-demo-linux1 O & @ | :acrons
[D] @ @ Summary Monitor Configure Permissions Datastores Networks Snapshots Updates
v hc-veenter.fpmc.sa i
ettings v
v [ Healthcare-FP-DC Backups
. VM SDRS Rules
> [BJ Discovered virtual 7 x i [ Export
5 vApp Options
> B3 vCLs ~Name Status Locations Start Time End Time
> Alarm Definitions
&7 fpsa-demo-adi P = ;
= Sihediulad Tasks Linux-User-VMs_08 3.122170942  Completed Primary 8/30/2023 11:22:17 AM  8/30/2023 11:22:26 AM
G fpsa-demo-linuxi = ==
Poiicies Linux-UserVMs_0 _15.00.00.0623 Completed Primary 9/14/2023 3:00:00 PM  9/14/2023 3:00:09 PM
s i e
@1 fpsa-demo-linux2 -
VMware EVC Linux-User-VMs_09-14 _16.00.00.0569 Completed Primary 9A14/2023 4:00:00 PM  9/14/2023 4:00:09 PM
o ware
& fpsa-demo-linux3 m = FRREGIE T
& fpsa-demo-linux4 Guest User Mappings Linux-User-VMs_09-14-2023 _ Completed  Primary 9/14/2023 5:00:00 PM  9/14/2023 5:00:10 PM
= Linux-User-VMs_09-14-2023_18.00.01.C Completed  Primary 9/14/2023 6:00:00 PM  9/14/2023 6:00:10 PM
ﬁﬁ fpsa-demo-win1 SnapCenter Plug-in for VMwa... v = == —= —— - =
Linux-User-VMs_09-14-2023_19.00.00.0591 Completed  Primary 9/14/2023 7:00:00 PM  9/14/2023 7:00:09 PM
@ fpsa-demo-win10-2 Resource Groups Linux-User-VMs_09-14-2023_20.0000.0601 Completed Primary 9/14/2023 8:00:00 PM  9/14/2023 8:00:09 PM
= 3 i
1 -hezaiqum, Linux-User-VMs_0914-2023_2100.00.0565 Completed Primary 9/14/2023 9:00:00 PM  9/14/2023 9:00:09 PM
o o
&l he-cloud-insights-au Linix-d IserVMs 019442022 2200010400 Comnleted  Primarv 9142022 10:00:00 PM_ 91412022 10-0010 PM
& hc-cloud-secure-1
& he-cloud-secure-2

Ny I T TPODVMDY A T

VMware vSphere ClientOGUIT, L LICH D[ A=a—]R ¥ 27 Vv 7 L TCyra—rhy hEBIRL, /22
MY UARAMOSHEBE UBLOT 7 L— FZBIRLET,
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— vSphere Client

Shortcuts

Inventories

[ = @

Hosts and Clusters VMs and Templates Storage Networking

EROFEesr—v a2 T VMELZ Y v 7 L, Ruay 727 X )b NetApp SnapCenter
Plug-in for VMware vSphere &R L, 2EHD K v 7 ¥ 7 U X ko5 [Restore] 3R LTV «
W— FEHIGE L E T,

s VM Policies > o =
vSphere Client . Administrator@VSPHERE.LOCAL v
Template >
Compatibility s« 0O & @ @ | :acTions
¢ . -
[D] @ Export System Logs... onfigure Permissions Datastores Networks Snapshots Updates
% hc-vcenter.fpmc.s
v [ Healthcare-Fp- W Edit Settings.. i Virtual Machine Details ACTIONS v
> B3 Discovered
Move to folder...
> B vCls Power Status E,ﬁ Powered On
> Rename...
@ fpsa-demo-i EueliDs A )
Edit Notes... & Ubuntu Linux (64-bit)
@5 fpsa-demo-| Tags & Custom Attributes > VMware Tools Running, version:12325 (Guest Manage
& fpsa-demo-|
@5 fpsa-demo-| Add Permission... DNS Name (1) fpsa-demo-linux1
&% fpsa-demo-! Alarms > "~ “ddresses (2) 172.21.27.12
— fe80::250:56ff:fe85:dbd8
@ fpsa-demo-! [j Create Resource Group
o> . ryption Not encrypted
@l hc-aiqum E% Add to Resource Group & ”D
cp . = -
hc-cloud-ins S
— &2 Attach Virtual Disk(s) &
v
w 1 VSAN > & Detach Virtual Disk(s)
Task Name R 4 Pl NetApp ONTAP tools > @3 Restore Y Initiator v S:reued v
o All More T SnapCenter Plug-in for VMware vSphere E Guest File Restore
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[Restore] 7 « #— K ® [Select Backup]»—YC, U A T IED/ Ny 7 7 v 7Snapshot= B — % BHR L,
[Next]Z 2 U » 7 LET,

Restore

1. Select backup Search a backup

Search for Backups b %

Available backups

(This list shows primary backups. You can modify the filter to display primary and secondary backups.)

Name Backup Time Mounted Policy VMware Snapshot
Linux-User-VMs_...  9/18/2023 9:00:00... No Cl_VM_Backup Yes =
Linux-User-VMs_...  9/18/2023 8:00:00... No CI_VM_Backup Yes

Linux-User-VMs_...  9/18/2023 7:00:00... No Cl_VM_Backup Yes

Linux-User-VMs_...  9/18/2023 6:00:00... No CI_VM_Backup Yes

Linux-User-VMs_...  9/18/2023 5:00:00... No Cl_VM_Backup Yes

{ BACK ’ NEXT FINISH CANCEL

[Select Scope]~<— T, [Restore scope]” 1« —/v K C[Entire virtual machine] # &R L, U A F 7 e 3R
LD, N2 T v 7O~y NEDEREANLET, Fov IRy 7 2% 27V v 7 LTCVME HRZEIT
5T EHTEET,

[Alternate Location] & U 2 7 5e & L TE#IR L7z Ha1d, IR L7ovCenter & A /A=A P—ZH A X <
A R UTfEE TH LWOWVMMBAER S E T,

ZOFTIE, U A M7 S e LC[Original Location] 2%&IN STV E 9,

Restore

v 1. Select backup

Restore scope Entire virtual machine 2
2. Select scope Restart VM
catio Restore Location O Original Location

(This will restore the entire VM to the original Hypervisor with the original

settings. Existing VM will be unregistered and replaced with this VM.)
Alternate Location

(This will create a new VM on selected vCenter and Hypervisor with the

customized settings.)

ESXi host name hc-esxi-02.fpmc.sa -

\ BACK l l FINISH ] CANCEL
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[Select Location]"X—YC, VA RNTTHT—X A NTOEFFTERINL, [Next]ZzZ Vv 7 LET,

Restore

v 1. Select backup
Destination datastore Locations

v 2. Select scope

3. Select location

infra_datastore_01 (Primary) 172.21.25.101:infra_datastore_01 v

1 BACK NEXT { FINISH CANCEL

[Summary]*— g8 L, [Finishl2 27 Vv 27 LET,

Restore

v 1. Select backup

Virtual machine to be restored fpsa-demo-linux1
v 2. Select scope

Backup name Linux-User-VMs_09-18-2023_08.00.00.0601
v 3. Select location

Restart virtual machine Yes

Restore Location Original Location

ESXi host to be used to mount the hc-esxi-02.fpmc.sa

backup

'\ This virtual machine will be powered down during the process.

[ BACK ] ‘ NEXT } FINISH CANCEL

v HEiE FEO[Recent Tasks] =27 Y v 735 L, ORI AZER T ET, EHINZEREFER
T AL, mEEFEHTLET,
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TV = a b BEEOHBE NN I T oLV AN 2EEBF B SnapCenter”

FTA v

SnapCenteriZ, NetApp Mt 2 Y 7 by =7 R r—T T, 77V r—va v b F—F =R LA

DHH NNy T v BEE, 7a—=r7, UANVIZESEZEWVTWET, SnapCenteri, SnapCenter

H— 3L SnapCenter”’' 7 7' A > TR SN TV E T,

SnapCenterth— N\x, 3 EIERT 7V r—val, T—FRN—R T7 ANV AT A A IR—=1 P—
HBO7Z 74 Y R— T80, X —T = A%fi 2 lz— il SN i=¥—,3CF, SnapCenter% i
HI2L, 777402V EF—MRAMI—ICEAL, Ny 7T v/ Gk, 7n—=r7_ JALT
DI E R r ¥ a— ViR E L CHERTE £,

SnapCenter” 7 7' A > R ORI R LET (K5) .

X5) SnapCenter”Z 7' A

Exchange \?\ g("j"l: Server ORACLE m ANA

DATABASE

Windows

=HE]
Hl Server

vmware

¥ mongo e iaon oy Ml_-JSQRL WESOL

[J  Plug-in for Microsoft Windows -Z ® 7% 7 A > 1%, Windows” 7 A VT AT KDy 7T v 7
VARY, B a—= 7 %0 LET, £/, WindowsTDT 4 A7 D7t ya ="
T T 4 AT DV A REHE, SMBIAG DOIERL, ISCSIEEE, igroupiific bl S hE T, Zh
%, Microsoft SQL Server}s & O"Microsoft Exchange Server”'Z 7' A > DXy 7 75 Ka v
A= hELTHEHRINET,

0  Plug-in for Microsoft SQL Server -Z ® 7' 71 > X, Microsoft SQL Server7 —# ~<—ZD/\ v
IT7 T VAN BIONa—= T EAE L ET,

[l Plug-in for Microsoft Exchange Server - Microsoft Exchange Servers — % X— 2D/ 7 7 v/
EUBANY BB E T,

0 Plug-in for SAP HANA Database - SAP HANAT — 4 X—ADNNy 7 7 v 7 UV ARY  Ja—
=V TR LET,

0 Plug-in for Oracle Database - Oracle7T —# X—ADNNy 7 7 v 7 VARY ra—=vT7%
ALER L FE T,

(1 Plug-in for UNIX -Z ®~7"Z 7' A »i%, Oracle Database Plug-in®/Nv 7 75 7 Ra v R—x v
e LTHERASNET, AHEOPERL T, 207774 &ML CLnux”? 7 A LY AT
LENy T T THTEETEERAN, ZOBREBIXAFFECTESRLTVET,
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S 52, SnapCenterlZ Tk DMEEEDH Y £,

U BAELRT T 74 EERT DH6E, MA DT T 71 & /E L CSnapCenterCEAICX£4, b
DAI2=T 4 THR—=FZINTWDT T T A U OFEMMZONTIE, NetAppA— hA—T a VAT %
ZIRLTLEE N,

SnapCenter Ti, —Jtfk S #17=Role-Based Access Control (RBAC ; 1 —/L-X— X7 7 & A{ilf) HEHATE,
TRTOT T TA vl LicbR— b —fbaiie ¥y vaR— bt s g7,

SnapCenterOFEAIZ DN TIL, ROV 7 2SR LTI EI 0,

NetApp Support Site -9 X C O H- SnapCenter (Guide Me)

Microsoft SQL Servers —# X— 2 DR

SnapCenter Plug-in for Microsoft SQL Serverid, Snapshot7—# O&H L {R#EZ A E L=, BT 7Y
r—a T —HRN— R %*fn%@*ﬁéSnapCenteﬁ L= T—7 O—fTY, SnapManager@for
Microsoft SQL Serverfl i & RS DMEREZ X CTWE TR, N7 —~ 2 A LfEE%Zm LT 5720
SnapCenter” 7 7' A ‘/Z))m}_ IEXMZONE L7z, SnapCenterix, 201245520224 % TMlcrosoft SQL
Server/N— 3 &R — N LTWET, SnapCenter Plug-in for Microsoft SQL Server® Z A & > A%
SnapCenter Standard7 4 £ AZEENTWDH=H, BINT A B A 30EH Y 5 A,

SnapCenter SQL7' 7 7' A VDR ERB L USQLT — X RX—AD NNy 7T v 7L U A NTIZHOWTIE, KkROCVD
LR TIZEN,

https://www.cisco.com/c/en/us/td/docs/unified computing/ucs/UCS CVDsl/flexpod sql2022 xseries.html

EXR 2

BBEHNT VLT =T AR L THERTO2H LWHIEEZRSTD L, TV A7 7 OB EHIBROT-DD
FHLWFEEZEE L, AT 2XERH Y £9, Cloud Insights DV —27 i — Kt =2 U7 ¢ HEfEIZ. NetApp
X2 UT 4 OENTEY =V TT, 2—VDOF—FT I AT = ORI ESNTT U AT = T HED
WEEMAEREHL, 2—Y 72782270yl LTHEEZR/DRBICMADZ ENRTEET, NESNTZT77 AV
LT T4 BT 4 TS, RK130 A B, 7¢vyy/777%46?4kn—fyﬁvf~%:ﬁ
JATX ¥4, = 7ONTAPAZ T LT\ 5B%&EEIZ. Autonomous Ransomware Protection (ARP ; B 5
FLAT T RE) LD EOMNREEREEZFIACEES, I 5I2, Cloud Insights & 4 LT, 77~I\
T l/‘/‘/“/ IDT VT AET 4 &(THZEBTEET, WITNLORMTIETERM SIS Snapshot = &
=&, WBIEWRA  MIT =2 %2 VA N7 T 58I, WBICKOWELR/NRICIMA 2 Z LN T
=ET,

TGOV AT 2T NEDY ANV, T—FDORy 7T v ) A RNT OUENEE % %%f:biﬁ‘o L
oo T, FAUHITFEEFEIZ L > THIERIICEE TS, ZNOLDT 7T 4 B7 ¢ OFEET, WERFALE
GO LA — MERE L U N U BERRICZ AN RV K D (T, '7‘/*%A'717UiJ/*‘U?Jr@ila&béuZ\%?ﬁébDi
T, OHEBERI LT, T AU =TOBH, Bk, VA NT IR TE LT 7/ n o= f—%
BR 95 Z &£ T9, FlexPod with Cloud Insightsix, 7 >3 A7 = 7HBEONEOE B O Al HelE % E *ﬁb“(ﬁ
H 2720 EEEE K2 TWET, £7. NetApp SnapCenterflihix, VME T 7 U r—y g v LK
MDD DNNy 7T v TEAERL, RBEIZGLUTT 2%V A RNT LET,
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~—2 + @}, Cloud Insights PM

Amit Schwartz, V—7 o — RKt% =17 ¢PM

Sandeep PutrevuXinsight=> =7V > 7
FlexPod TMEF— 24 (32 =13 X U'NetApp)

FHMBROAF L

NetApp Cloud Insights® R = A > |
https://docs.netapp.com/us-en/cloudinsights/index.html

SnapCenterY 7 F 7V =7 D R¥ a2 A b
https://docs.netapp.com/us-en/snapcenter/index.html

BEMZ % A0 =T xK (ARP)
https://docs.netapp.com/us-en/ontap/anti-ransomware/
TR-4802 : [FlexPod. thefi#ik#ito Ransomware]

https://docs.netapp.com/us-en/flexpod/security/security-
ransomware what is_ransomware.html#how-does-ransoms-work

TR-4868 : [NetApp Cloud Insights for FlexPod ]
https://docs.netapp.com/us-en/flexpod/hybrid-cloud/cloud-
insights netapp _cloud insights for flexpod.html

TR-4572 : [The NetApp f#Eik#for ransomware ]
https://www.netapp.com/media/7334-tr4572.pdf
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—RFEX2 VT ICEEMRE LT,
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